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Abstract

In this paper, we cryptanalyzed a recently proposed encryption scheme that uses elliptic curves
over a finite field. The security of the proposed scheme depends upon the elliptic curve discrete
logarithm problem. Two secret keys are used to increase the security strength of the scheme as
compared to traditionally used schemes that are based on one secret key. In this scheme, if an
adversary gets one secret key then he is unable to get the contents of the original message
without the second secret key. Our analysis shows that the proposed scheme is not secure and
unable to provide the basic security requirements of the encryption scheme. Due to our
successful cryptanalysis, an adversary can get the contents of the original message without the
knowledge of the secret keys of the receiver. To mount the attack, Mallory first gets the
transmitted ciphertext and then uses public keys of the receiver and global parameters of the
scheme to recover the associated plaintext message. To overcome the security flaws, we
introduced an improved version of the scheme.

Keywords: Cryptanalysis; elliptic curve cryptography; encryption; finite field; information
security.

1. Introduction

Cryptography is the science of hiding the contents of secret information from unauthorized
parties. Depending upon the keys used, cryptography is divided into two branches namely, the
public key and the private key cryptography. Public key cryptography was invented by Diffie &
Hellman (1976) to overcome the problem of exchanging the secret keys. Their protocol
depends upon the hardness of solving discrete logarithm problem. They present a new model
that uses two keys, one is called a public key and the other is known as a private key. Miller
(1985) and Koblitz (1987) independently proposed a new public key cryptography based on the
computations in an elliptic curve group. An elliptic curve over a finite field F) is the set of
points satisfying the equation

y2:x3+ax—|—b mod p

with a point O at infinity and a,b € F with 4a +27b = 0. The security of elliptic curve
cryptography (ECC) depends upon elliptic curve discrete logarithm problem (ECDLP). The

main advantage of elliptic curve cryptography is its smaller keys which provides the same
level of security as compared to other public key cryptosystems like RSA (Rivest et al., 1978)
and El-Gamal (1985).
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Zheng & Imai (1998) introduced a new elliptic curve based signcryption scheme. The
proposed scheme reduces the communication and computational cost as compared to existing
signcryption schemes. Bailey & Paar (2001) proposed an efficient method for working with
elliptic curve arithmetic using finite fields. Han & Yang (2006) introduced a new elliptic curve
based signcryption scheme that is suitable for multiple recipients. Their scheme provides
security properties of integrity, unforgeability, confidentiality, non-repudiation and
authentication. Mohammad & Elkamchouchi (2009) introduced a new elliptic curve based
scheme which provides forward secrecy and encrypted message authentication. The security of
their scheme depends upon elliptic curve discrete logarithm problem. Toorani & Shirazi (2009)
introduced a new elliptic curve based scheme which provides additional security property of
forward secrecy. The proposed scheme is efficient and considered to be best in resource
constrained devices. King (2009) proposed a new method for converting the arbitrary message
of any size into an elliptic curve point without any modification in the original message. Rao &
Setty (2010) introduced two different methods for mapping of any arbitrary message into
elliptic curve points over the finite fields. Li & Lee (2012) analysis showed that the proposed
scheme of He ef al. (2011) is not secure and is vulnerable to eavesdropping attack. The user
anonymity of the scheme is compromised and the participants have to bear a long identity (128
bit) in the login phase. To overcome these issues, they introduced a modified version of the
compromised scheme that is suitable for mobile wireless networking. Ahirwal & Jain (2013)
proposed a new elliptic curve based signcryption scheme. In their scheme, the ciphertext is
transmitted in the form of elliptic curve points generated from elliptic curve point addition. The
proposed signature generation technique has less computational time as compared to existing
schemes that uses hash function. The cryptanalysis performed by Hu ef al. (2014) shows that
the presented scheme in (Li & Lee, 2012) is not secure and vulnerable to offline password
guessing attack. To overcome this security issue, they proposed an improved version of the
scheme. Their analysis shows that the improved scheme is secure against the existing attacks
and is more efficient than the scheme of Li & Lee (2012). The security of an elliptic curve based
signcryption scheme of Igbal ef al.(2013) is investigated by Zia & Ali (2018) and is proved to
be insecure against existing attacks. To overcome the security flaws, a modified and improved
version of this scheme is proposed. The modified scheme is then further tested against known
attacks and proved to be secure. Recently, some researchers proposed different encryption and
authetication schemes and their related applications (Huang & Tu, 2015; Som, 2015; Avci,
2016; He et al., 2017; Athena et al., 2018; Zia & Ali, 2019; Mohammed et al., 2020).

Namiq et al. (2018) proposed a new encryption scheme that uses computations in elliptic
curve groups over finite fields. In their scheme, the ciphertext is transmitted through a public
channel in the form of an elliptic curve point. The proposed scheme uses two secret keys to
increase the security as compared to one secret key based encryption schemes. In their scheme,
if one secret key of the sender is compromised even then the attacker will not be able to get the
con-tents of original message without the knowledge of second secret key. Our analysis shows
that the proposed scheme of Namiq et al. (2018) is not secure and an adversary can get the
contents of the original message from the ciphertext. Rest of the paper is organized as: Section 2
gives introduction of new encryption scheme of Namiq et al. (2018) followed by its
cryptanalysis in Section 3, Section 4 describes the modification of the scheme and Section 5
gives the conclusion.
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2. Description of the recently proposed encryption scheme

In this section, a new elliptic curve based encryption scheme of Namiq et al. (2018) is described.
The proposed scheme uses two secret keys for increasing the security as compared to
traditionally used schemes with one secret key. The security of the scheme depends upon
the elliptic curve discrete logarithm problem. Suppose, Alice wants to send a message M to
Bob through unsecured public network. Firstly, Alice converts the message M into elliptic
curve point by using the method given in the proposed scheme of Namiq et al. (2018).

Global Parameters
First Alice and Bob agreed on the following public parameters:

Variables | Description

q A large prime greater than 2'28,

E(F,) An elliptic curve y* = x° + ax + b over finite field F,.
n A very large prime number greater than 228 .

After converting M in to a point of elliptic curve E(IF,), the rest of the the scheme is described
in following phases:

Phase 1- Bob
1. Chooses a base point B of an elliptic curve E.

2. Selects an elliptic curve point A and kept it as secret.
3. Selects two secret integers (keys) sp, sp, € {1,2,3,...,n—1}.

4. Computes elliptic curve points Pg, Pg, and Pp, by using elliptic curve point multiplication
as:

Pp= [Sb]vaB1 = [Sb1]A7PBz = [sbl](PB +PB1)

5. Sends B, Pg, Pg, and Pg, to Alice through public network.

Phase 2- Alice
1. Receives B, Pg, Pp, and Pp, from Bob.

2. Converts the original message M into an elliptic curve point (Namiq et al., 2018).

3. Selects two secret integers (keys) 4,54, € {1,2,3,...,n—1}.

N

. Computes elliptic curve points Py, Py, P4,, K, and K4 as:

PA - [SQ]B,PAI - [Sal]PB7PA2 - [Sal]PBl7K - [SG]PB7KA - [Sal]PBz+K

91

. Encrypt the message M in the form of an elliptic curve point as:

C=M+K,u

6. Sends C, Py, P4, and Py, to Bob through public network.
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Global Settings

e Elliptic curve group E} (q,p)-

e pavery large prime number.

e Base point BeE) () of a large order n.

e The sender Alice initiates a request for sending a message to Bob (the
receiver).

Phase 1 (Public Key generation by Bob)

e A random secret point A€E) (q,p).
e Choosespsp €{1,2,3...,n -1}
e Compute Pgp= [sy]B, P = [sp]4, P, = [Sp](Ps +Pp)

Sends B,Pg,Pg,,Pp, to Alice

Phase 2 (Encryption by Alice)

e Express M as apoint on Ej gp).

e Choosesgsg €{1,2,3...,n - 1} to compute
S 5:lB. Pa = (50 Pr. Pa,= [Sa )P
K =[sal Pp, Ka= [5q]Pp, + K

« Compute ciphertext C =M + K.

Sends C,Py.P,,.Pa,to Bob

Phase 3 (Decryption by Bob)

e Computes K =[sp] Pgand Kp= [sb]](-PAZ-PA]) +(-K).
e FindM=C+Kp.

Fig. 1. The proposed Encryption Scheme

Phase 3- Bob
1. Gets C, Py, P4, and P, from Alice .

2. Computes elliptic curve points as:
K = [sp]Pa, Kp = [sp,](=Pa, + (—Fay)) + (=K)

3. Decrypt the message M as M = C + Kp.

Note. It is important to note that the proposed scheme uses different pairs of secret keys for
encrypting each message. If pair of secret keys are identical then attacker easily calculates
original message from publicly transmitted information.

3. Cryptanalysis

In this section, the security of the encryption scheme proposed by Namiq et al. (2018) is
investigated. Our analysis shows that the scheme is not secure and an adversary can get the
original message with public parameters. The involvement of more than one secret key for
increasing the security of the scheme does not improve the security. Mallory (attacker) exploit
the common shared key generation and exchange process of the proposed scheme.

4
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Bob first chooses a base Aoint B to generate three points Pg, P, and Pg, in E(IF,) as his public
keys. Then he transmits B, Pp, Pg, and Pp, to Alice. Mallory (Attacker) changes the transmitted

information before it is received by Alice. She then uses these keys to generate her public keys
and common shared secret to encrypt a message M. The encrypted text together with the
associated parameter are then transmitted to Bob. But the attacker is already observing the
communication between Alice and Bob and therefore gets all the information transmitted by
Alice to Bob. This information together with the global parameters is sufficient for Mallory to
reveals the original message. The four phases of the cryptanalysis are explained below.

Phase 1- Bob
1. Chooses a base point B of an elliptic curve E.
2. Selects an elliptic curve point A and kept it as secret.
3. Selects two secret integers (keys) 5,55, € {1,2,3,...,n—1}.

4. Compute elliptic curve points Pg, Pg, and Pg, by using elliptic curve point multiplication
as:

Py = [sp]B, P, = [sp,]A, Pg, = [s»,](Ps+ P3,)
5. Sends B, Pg, Pp, and Pp, to Alice through public channel.

Phase 2- Mallory
1. Intercepts the network traffic between Alice and Bob to get B, Pg, Pg, and Pg,.

2. Changes the elliptic curve points Py and Pp, as:
Py =B,Py, = Pg,
3. Sends B, P}, P, and PI,Bz to Alice.

Phase 3 - Alice
1. Receives B, Py = B, Pp,, Py, = Pp,.

2. Converts the original message M into elliptic curve point (Namiq et al., 2018).

3. Selects two secret integers (keys) s, , 5q, € {1,2,3,...,n—1}

4. Computes elliptic curve points Py, Py, Ps,, K’ and K}, as:
Py= [Sa]vaflll = [Sal]Pl/?’PAz = [Sal]PBl ’K/ = [Sa]Pl/%Kfll = [Sal]Pl,?Z +K’
5. Encrypt the message M in the form of elliptic curve point as C' = M + K},

6. Sends C',Py, Pj‘l and Py, to Bob through public network.

Phase 4 - Mallory
1. Gets the publicly transmitted information C’, Py, PAI and Py, .

2. Computes the original plaintext message as M = C' — Py, — P4 In this way, Mallory defeats
the cryptosystem and able to read the contents of original plaintext message M with public
parameters of Alice.
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Proof of Cryptanalysis
If an attacker has access to C’, P4 and Py, then he obtains the original message M correctly
as:
C'—Py,—Py = M+K,—Py,— Py
= M+ [sm]P)_{?z +K' — [Sal]PB1 - [SG]B
= M+ [Sa1]P1/92 + [sa]Plli - [Sal]PBl — [54]B
= M+ [Sal]PBI + [Sa]B - [sal]PBl - [SG]B
=M
3.1 Example

Consider an elliptic curve y> = x> +5x— 12 mod 73 over a finite field F73. All 64 points

on the elliptic curve are given in Table 1.

Table 1. Points of the Elliptic Curve E defined over finite field 73

(0,34)

(0,39)

(1,33)

(1,40)

(2,15)

(2,58)

(4,27)

(4,46)

(5,24)

(5,49)

(7,1)

(7,72)

(9,18)

(9,55)

(10,4)

(10,69)

(12,30)

(12,43)

(16,21)

(16,52)

(18,17)

(18,56)

(23,15)

(23,58)

(27,13)

(27,60)

(29,33)

(29,40)

(30,36)

(30,37)

(31,2)

(31,71)

(35,25)

(35.48)

(37,23)

(37,50)

(38,9)

(38,64)

(43,33)

(43.,40)

(44,36)

(44,37)

(48,15)

(48,58)

(53.,8)

(53,65)

(56,10)

(56,63)

(57,22)

(57,51)

(61,5)

(61,68)

(66,11)

(66,62)

(68,35)

(68,38)

(69,14)

(69,59)

(70,26)

(70,47)

(72,36)

(72,37)

4

Phase 1- Bob
1. Chooses a base point B = (2,15) of elliptic curve E.

2. Selects a secret elliptic curve point A = (1,33).
3. Selects two secret integers (keys) s, = 3,5, =4
4

. Computes elliptic curve points Pg, Pg, and Pg, by using elliptic curve point multiplication
as:

Ps =[3](2,15) = (16,21)
Py, = [4](1,33) = (57,22)
Py, = [4]((57,22) + (16,21)) = (68,38)

5. Sends B, Pg, Pg, and P, to Alice.

Phase 2- Mallory
1. Intercepts the network traffic between Alice and Bob and gets B, Pp, P, and Pp, from
Bob.

2. Changes the elliptic curve points Py and Pp, as:
Py =B=(2,15),P3, = Pg, = (57,22)

3. Sends B, P}, P, and Pl’g2 to Alice.
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Phase 3- Alice
1. Receives B, Py, Pg, and Py,

2. Suppose Alice wants to send a message “Go Back” to Bob. First she converts the first
letter G = (4,27) in to elliptic curve point by using Table 2.

3. Selects two secret integers (keys) s, = 5,5, =6

4. Computes the elliptic curve points Py, PAI , P/’ll, Py,, K’ and K, as:

= [5](2,15) = (44,37)
PA1 [6](2,15) = (43,40)
PA2 [6](57,22) = (16,52)
= [5](2,15) = (44,37)
KA = [6](57,22) + (44,37) = (5,49)

5. Encrypt the message G = (4,27) in the form of elliptic curve point as:
C'=(4,27)+(5,49) = (37,50) = j

Similarly, she encrypts all the characters of the message ”Go Back™ and gets the ciphertext
message "JTG8Kgf™.

6. Sends Py, PA’1 , P4, and C’ to Bob.

Phase 4- Mallory
1. Gets Py, P/"] ,Py, and C’ from public channel.

99299

2. Converts the first character of ciphertext message ”j” into an elliptic curve point (37,50)
from Table 2.

3. Gets the original plaintext message G as:

C'—Py,—Py=(427)=G

Similarly, Mallory decrypts all the characters of ciphertext message ”jTG8Kgf” and gets the
original plaintext message "Go Back”. In this way, Mallory gets all the plaintext messages
from the knowledge of public parameters of Alice without any secret key.

4. Modified Scheme with the Counter measures

Our analysis shows that the proposed encryption scheme of Namiq et al. (2018) is not secure
and an adversary gets the original plaintext message from the ciphertext. To overcome the
security flaws, we proposed an improved version of this scheme. We modify the key generation
(Phase-1) and encryption process to overcome the security issues as described in Section 3. The
public key Pg of the receiver is involved both in the encryption and decryption process. Due to
these modifications, if an adversary applies the same attack as described in Section 3 then he
will not be able to get the contents of the original message. The improved scheme is described
below.
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Table 2. Conversion of alphanumeric characters in to elliptic curve points

A|l@©034) |B|@©039) |C |33 |D| (140 |E | (2,15
F|@®258) |G|@27) |H |@446) |1 |(524) |J | (549
K | (7,1) L |72 | M|@®O18) | N |55 |0O]| (104
P | (10,69) | Q | (12,30) | R | (12,43) | S | (16,21) | T | (16,52)
U | (8,17) | V| (18,56) | W | (23,15) | X | (23,58) | Y | (27,13)
Z | (27,60) [ a | (29,33) [ b | (29,40) | ¢ | (30,36) | d | (30,37)
e |32 |f | 3L71) | g | (3525 |h | (3548) |1 | (37,23)
j | 3750 |k | 389) |1 (38,64) | m | (43,33) | n | (43,40)
o | (4436) |p | (4437) | q | (48,15) | r | (48,58) | s | (53,8)
t | (53,65) | u | (56,10) | v | (56,63) | w | (57,22) | x | (87,51)
y | (61,5) |z | (61,68) | O | (66,11) |1 | (66,62) | 2 | (68,35)
3 1(68,38) |4 | (69,14) | 5 | (69,59) | 6 | (70,26) | 7 | (70,47)
8 | (72,36) | 9 | (72,37)
Phase 1- Bob

1. Chooses a base point B of an elliptic curve E.

2. Selects an elliptic curve point A and kept it as secret.

3. Selects two secret integers (keys) sp, ,sp, € {1,2,3,...,n—1}

4. Computes elliptic curve points Pg, Pg, and P, by using elliptic curve point multiplication

as:

Py = [sp]A, Pg, = [sp,]B, P, = [sp,](Ps+ P3,)

5. Sends B, Pg, Pg, and Pg, to Alice through public network.

Phase 2- Alice

1. Receives B, Pg, Pp, and Pp, from Bob.

. Converts the original message M into an elliptic curve point (Namiq et al., 2018).

2
3. Selects two secret integers (keys) 54,54, € {1,2,3,...,n—1}.
4

. Computes elliptic curve points Py, Py,, P4,, K and K, as:

Py = [s4)B, Py,

= [Sm]PBvPAz = [sal]PBHK: [sa]PBnKA = [5(11]P32+K: (klakZ)

5. Encrypt the message M in the form of an elliptic curve point as C = M + k| P

6. Sends C, Py, Py, and Py, to Bob through public network.

Phase 3- Bob

1. Gets C, Py, Py, and Py, from Alice .

2. Computes elliptic curve points as:
K = [sp,|Pa, KB = [sp,) (Pa, + (Pa,)) + (K)

3. Decrypt to get the original message M as M = C — k Ps.

8
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Proof of Correctness
Our improved scheme is correctly verifiable. Alice and Bob generate the same secret key
for encryption and decryption of a message.

Kp = [Sh1](PA2+(PA1))+K
= [sbl]([sal]PBl + [Sal]PB)+ [Sbl]PA
= [sa,J([sp,1Ps, + [0, 1PB) + [sp,][s4] B
= [sa]l[s6,](Ps, + Pp)] + [sa] P3,
= [sal]PBz +K
= Ky

If Bob has encrypted the message C and his secret key K = (ki, k) then he obtains the message
M correctly as:

C—kiPp = M+kiPp—kiPp=M

The improved scheme provides the confidentiality of the data. Without the knowledge of secret
keys sp,,5p,, an attacker cannot obtain the original plaintext message M from the ciphertext C.
If an adversary wants to get the secret keys s;, and s;,, then he has to solve ECDLP in Step
4 of the improved scheme, which is computationally infeasible (Koblitz, 1987). So after the
modification in the key generation and encryption processes, it is easy to see that the attack
described in Section 3 will not be successful. Step 4 of Phase 1 of the improved scheme shows
that Pg and Pp, are computed by choosing random integers from a very large set (as n > 2128y,
To find s;, and s;,, from the knowledge of Pg and Pg,, an adversary has to solve elliptic curve
discrete logarithm problem (ECDLP). Recall that solving ECDLP in any elliptic curve group
E,(a,b) of very large order is computationally hard (Koblitz, 1987).

5. Conclusion

Recently, Namiq ef al. (2018) proposed a new encryption scheme that uses the computations in
an elliptic curve group over a finite field. The proposed scheme uses two secret keys for
encryption to improve the security as compared to traditionally used one secret key based
schemes. Our analysis shows that the proposed scheme is not secure and unable to provide the
basic security requirement of encryption scheme. Due to our successful cryptanalysis, an
adversary can get the contents of the original message from the ciphertext. We introduced an
improved version of this scheme to counter such attacks. As with the proposed parameters and
the global settings of the scheme, solving elliptic curve discrete logarithm turns out to be
computation-ally infeasible. Because of the way the keys are constructed, the method of attack
described in Section A Aill Aot Aork Aor Ahe modified Acheme.
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