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FindReplayedMessage(get envelope of SOAP) 

1. Create input/output filter for client/server. 
2. Read XML document 
3. Get CLS and MMA of incoming message. 
4. Calculate the message expiration time based on the cache lifetime configured in the 

 policy  assertion. 
5. Get the current time. 
6. Compute the time difference between the message timestamp and the current time. 
 timeDifference = currentDate - timestamp; 
7. Assign  messageAge = timeDifference 
8. Check for messages where sender's clock is slower than the server’s clock for first 

 condition. 
9. Account for messages where the sender's clock is faster than the server’sclock

 through the second condition.                                     
 if ((messageAge>maxMessageAge +TimeToleranceInSeconds) 
 || (messageAge< 0 &&messageAgeInSeconds>TimeTolerance)) 
 generates exception SecurityFault Messages for AgeRequirementsNotSatisfied 
10. Add the Message, identity value of message and expiration time to message replay

cache database.  

%

& :& 
�� ��"�� ��& �% &����"� ��-��� '����


� � ������ &����"� ��-��� ����#!)

.�������� ������
�
 %
����

(� ��� *������ #�� ��� ��#� ��� -���&����� ��� #��#!�� %�� ���� ��-� ��� �$��

���$��) 
� � '���� #��#!� ��� -���&���� %�� ��� � ����5  %  � %� ��� �����  � ������

*6� ,����	��� ��� ��� ���"�����- '�����



�� ����� �� ��� ������ ��#�) ����  % ��� ������ #��� �$��� � � & ������ �" � ��

-���&����� ����� �� ��� � �#����#� �� �% #�&&$� #�� ��) 
� ����� �� � -�����&�

��� -��-���� ?,, '���� ��� #������ � �� -&#��#!��%$�#� �� �� " ���  � B "$��

:) (� #��#!� ��� ��"$&���� %�� �$�� ���$��� ����� ���&��� ��� ��� ���&��� �% ���

��#� ��� ��3$���)

1. Call pmcheckerXml(reader) 

2. If (reader == null or empty) 

 sendArgumentNullException("reader"); 

3. Get xsdpath from received XML document 

4. GetAttribute("xsdPath" as xsdpath); 

5. If (xsdpath != null or xsdpath!=empty){ 

 assignxsdPath = xsdpath; 

else 

 send Exception for MissingXsdPath; 

6. Get StartElement from received XML document 

7. If(StartElement != Empty) 

 ReadEndElement 

8. If(EndElement != Empty) 

 Call Web method 

else 

 send exception to the attacker and alert administrator 

%

&;& ��"�� ��& %�� -��-���� ?,, '���� � �� -&#��#!�� %$�#� ��

�����
�� ���	
�
 �����


�� '���� ��� '�� ��� ��#� ��� &����"� %�� ����" %��&�� �% ,��� &����"� ��

"������ �" ,��� %�$�� #���) 
� � '���� ���#!� ���  �-$� ���� ��� � �����"�

%��&��) 
� � -�� #�  � $��� ��� ���$��  � ,��� %�$�� #���) 
��� ���J

	 ���� �� � �&��#� B�$�� 4���

(� '��� ��  ���� � ��&��-�#� %�� � ,��� ������-� ��� ������ �1#�-� ��)

	 �$�� ���������� B�$�� 4���

(�  �� #���� ������� � ������ �����  � &�������� �� �-� ���� %�� ���

��# - ��� �� -��#���)

*6*����	��� ��	�� ���� ��������� .���� 
	� ���"� ��������	� ������� �����&� �� (�/ ��������



���� �% ��� �� �"� #�� "� ����" � �� � *�� ���� #� &����"�) 
�� *��

���� #� &�� ��#�$���� � -�����&�  �-$� ���� &�� �� ����" �� � ������ &��

#�&� �#���� �� #� ��� ������ ���� ��� $���������) 
�� ��"�� ��& %�� #���# ��

-��� �" '����  � " ��� �����)

9) ��� ?�� ��#$&���

7) (%6,��� ���� ��MM��� � ��&��-�#�8

 %6&$������������ MM 98

�����

���� ����� &$��$��������� B�$�� �1#�-� ��

=) ����

����� ���� �� � �&��#� B�$�� �1#�-� ��

������
� $�( ������ �����


�� ��&��� # ��� ����#!  � ���#� ���&��$���� ����-�� ���-���&������%  ��

��3$��� �� !��- �" ��� ���I����$#�$����$� ����� �"  ����&��� #&��� �") 
� �  �

-����#��� �� " � �" ��!�� ��� � &����&- %�� �1- ��� ��) 
� � '���� ���� ���

���4� 6�$&��� $��� ��4�8 �� "������ �" � �����& �$&��� ��� ��� "��

��� � &� ���&- �� $�� ��� ��3$��� ��� %�� � & ��� � &�) 
�� �����& �$&���

"�������� ����� � ���� ���$� �� #����� ���4�) B�� ����� ��� �����& ��!�� ���

-��#���  � �� ���� ���$�� �� " ��� �����)

���4� M 6�(
84 &�� � YY 
 &�,��&-66,
P,
8P
8

�(
 M ���#��� (


4 M 4�$���� ���$�  � 9<< � " ��

� M ���"� �� &� �$&���  � 7<< � " ��

,
 M ,����& 
���

,
 M ,����& 
 &�


 M 7> ��$��


�� "�������� ���4�  � ���� ��$"� �� ����! �� ��$�� %��#� ����#!� ��#�$��

�(
  � "�������� �� � =72� � &�&��� �-���� �" �����&) 
��� ��� �����&

 �#������  �� -���� � �� #�$���� ��� ���� �� #������ &��� #�&-��1 �$&���) 
��

���  � #��#�������� � �� $���  ���� �� ��� ���4�)

*6� ,����	��� ��� ��� ���"�����- '�����



4� ��� ���M��� YY �(
 YY ���4�)

��� M �� %��& ����$�#� ��#����

�(
 M ���� (���� ��

���4� M �$&��� $��� ��4�

%

& <& �������� ����� -�� #� �% ��� -��-���� '����


��  �%��&�� �� @�� ������� #� ��� ��� ������  � �����  � B "$�� G)


����%���� ��� ����#!�� #����� $�� ��� ��� ��  & ���� ��� $���  � �&������  �

��� ��� �� �$��� �$� �" ����� $���  � ��� �����& �$&����) 
�� ����#!��

#����� -��� #� ��� ���� ���$� �% ���4� %��& ��� =72� � �-���� �" �����& ��

� "��� #��'"$��� ��) K�#�$�� ��#� ��� ����� � &� ��� -��#���  �  � #���"�� ��

��� �-���� �" �����&)

*6<����	��� ��	�� ���� ��������� .���� 
	� ���"� ��������	� ������� �����&� �� (�/ ��������



Algorithm for Password reset policy of the proposed semantic URL filter 
Input: reset request (user identity and password) 
Output: accept/reject 
1. Client sends message M1=reset request || UID || PWD1 to the service 

provider 
2. Service provider authenticates UID and calculates N=(PID)C mod N || 

TimeStamp((SD+ST)+D) 
Concatenate Client URL=URL||UID||N||T1 
Send M2=URL||UID||N||T1 to the client 

3. Calculate T2=T1+Time stamp of client 
4. Calculate M3=UID||PWD1||PWD2||N||T2 
5. Compare UID,N,PWD1 if (T2<(T1+24hrs)) replace PWD1=PWD2 then 

discard 
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SecurityTest started at 2012-08-30 12:48:55.328 
Step 1 [login] No Alerts: took 720 ms 
SecurityScan 1 [Cross Site Scripting] No Alerts, took = 187 
[Cross Site Scripting] Request 1 - OK - 
[sss=<SCRIPT>document.write("<SCRI");</SCRIPT>PT 
SRC="http://soapui.org/xss.js"></SCRIPT>]: took 2 ms 
[Cross Site Scripting] Request 2 - OK - [sss=<SCRIPT a=">'>" 
SRC="http://soapui.org/xss.js"></SCRIPT>]: took 2 ms 
[Cross Site Scripting] Request 3 - OK - [sss=<SCRIPT a=`>` 
SRC="http://soapui.org/xss.js"></SCRIPT>]: took 1 ms 
[Cross Site Scripting] Request 4 - OK - [sss=<SCRIPT "a='>'" 
SRC="http://soapui.org/xss.js"></SCRIPT>]: took 1 ms   …… …. ……. 
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