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ABSTRACT

To design a mobile user authentication protocol with anonymity for the global mobile
network is a challenge, since wireless network is more vulnerable to attacks and mobile
terminals’ computational power is limited. In 2012, Li & Lee proposed a user
authentication and privacy preserving scheme with smart card for wireless
communications. In this paper, we improve the adversary model of this type of
authentication scheme, and then demonstrate that Li & Lee’s scheme is vulnerable to off-
line password guessing attack. To remedy this security weakness, an improved scheme is
proposed, which is more efficient than Li & Lee’s scheme.
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INTRODUCTION

Nowadays many mobile users need to access the global mobility networks when
they are roaming, and anonymous authentication among the mobile user (MU),
the home agent (HA) and the foreign agent (FA) is an important mechanism. A
secure and efficient anonymous authentication scheme should satisfy the
following properties (Chang et al., 2009; Chen et al., 2011; He et al., 2011; Jiang
et al., 2012; Lee et al., 2006; Mun et al., 2012; Wu et al., 2008; Xu et al., 2011;
Youn et al., 2009; Zhu & Ma. 2004).

(1) Mutual authentication: MU, HA and FA should authenticate each other
to prevent illegal use of resources; (2) Anonymity: an adversary cannot obtain
the user’s identity from each session run and can also not identify the user twice
from the authentication processes; (3) Efficiency: low communication cost and
computation complexity due to the limited mobile terminals’ computational
power; (4) User friendly: the user needs not to remember long identity and can
update password securely and freely; and (5) Security: the scheme can resist
various known attacks.
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Zhu & Ma (2004) addressed the anonymous authentication problem for
wireless communications and proposed a first scheme. Later, Lee ef al. (2006)
showed that Zhu & Ma’s scheme is vulnerable to forgery attacks, and does not
provide perfect backward secrecy and mutual authentication, then they
proposed an improved scheme. Wu et al. (2008) pointed out that Zhu & Ma’s
scheme and Lee ef al.’s scheme cannot achieve anonymity and perfect backward
secrecy, and proposed the improved scheme. Unfortunately, the improved
scheme as well as Chang et al.(2009), He et al. (2011), and Mun et al. (2012)
schemes also cannot provide anonymity and suffer from some attacks, such as
forgery attacks and password guessing attacks (Jiang et al., 2012; Xu et al.,
2011; Youn et al., 2009). He et al. (2011) proposed a new anonymous
authentication scheme for roaming service in global mobility networks, but Li &
Lee (2012) pointed out that He et al.’s scheme lacks user friendliness and user
anonymity. Moreover, the participants’ contribution to key agreement is unfair.
Further, they proposed an improved scheme using smart card to remedy these
weaknesses.

Recently, Wang (2012) and Wang & Ma (2012) addressed the adversary
model of authentication scheme using smart card as: (1) The adversary has full
control of the communication channel and can eavesdrop, intercept, insert,
delete, and modify the transmitted messages over the public channel; (2) The
adversary may either know the user’s password or extract the secret information
stored in the smart card, but not both.

An additional condition should be added for addressing the anonymity of
authentication schemes in the adversarial model, that is: (3) The adversary
cannot identify the user’s identity from the authentication process and can also
not identify the user twice from all the session runs, even if he knows user’s
identity.

Following above model, in this paper, we will show that Li & Lee’s improved
scheme cannot resist the malicious FA’s off-line password guessing attack. That
is, if FA has ever participated the authentication process between MU and HA,
and can get the information stored in the MU’s smart card, then FA can launch
off-line password guessing attack. To overcome this weakness, we then propose
an improved scheme.

REVIEW OF LI AND LEE’S SCHEME

In this section, we briefly review Li &Lee’s scheme. The trusted agent HA
chooses the public parameters (p, ¢, g), where p and ¢ are two large primes, gis a
generator of a multiplicative subgroup with order ¢, 2<g<p-—1,
gimod p =1, p = 2q + 1 is the modulus for the group; /() is a one-way collision
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resistant cryptographic hash function, Ex[]/Dy[] and Ex{}/Di{} are symmetric
and asymmetric encryption/decryption functions with key k, T is a time stamp
generated by an entity x, Nis HA’s master private key,
(Sua = ¢ € Z,Pyy = g modp) and (Sps = e € Z, Prs = g° modp) be private-
public key pairs of HA and FA , respectively.

Registration

The mobile user MU and HA perform the following interactive steps in this
phase.

Step 1: The MU chooses his identity Dy, password PW,,y and a nonce d,
then sends

{IDyy, HIDyy & PWyy @ d)}

to HA over a secure channel.

Step 2: After receiving the registration information from MU, HA chooses a
random number m and computes

r=1IDy4 & EN[(IDyul|m)],

where the secret number m is different for every mobile user and is not stored in
HA.Then, HA stores {TKy, H(.),r} into a smart card and securely delivers it
to MU.

Step 3: The MU stores d in the smart card and finally the smart card contains
{TKMU, H(), r, d}

Login

The mobile user MU inserts his smart card into the wireless mobile terminal and
inputs his D,y and PW ;. Then the smart card does the following steps:

Step 1: Chooses a random number «, then computes
TKyy = TKyu © H(IDyy ® PWyy © d) = H(N||[IDuv),

A = g"modp,

L= H(Tyu® TK},y),
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F = E[[Tuul|IDr4||4],
M= EDH[F],

where DH = P, modp = g modp.
Step 2: Computes

DH = Pg modp = g““ modp,

U= Epy[M, F,IDy, Tyu).

Step 3: Sends m; = {4, Ty, U} to the foreign agent FA.

Authentication

This phase can achieve the mutual authentication between the mobile user MU
and FA with the help of HA. Details are described as follows:

Step 1: The FA first verifies the validity of the timestamp T,y after receiving
the login request. Then the FA computes

DH = A° modp = g“ modp

and decrypts D, [U] to get {M, F,IDg4, Tmu}-

Step 2: The FA chooses a random number b, and computes

B = g" modp,

V= ESFA {H(Aa B7 M7 F) TMU7 TFA7 CertFA)})

DH' = P5. modp = g" modp

my = {B, Tra, W= Ep[A, B,M,F, Ty, Tra, V., Certra) }

where Certry 1s FA’s certificate. After that, he sends m, to the HA.

Step 3: The HA verifies the validity of the timestamp T4, then computes
DH' = B‘modp = g" modp

and decrypts D, ., [W] to get {4, B, M, F, Tyyy, Tra, V, Certry}.
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The HA verifies the validity of certificate Certr4 and public key p,,. If they
are valid, the HA computes

DH = A°modp = g“°modp,
IDy4 @ Dpy[M] = Ex[IDyul|m]

decrypts D y[En[IDyy||m]] to get the MU’s identity ID .
If ID sy is valid, the HA computes

L = H(Tyu @ H(N||IDyy))

and decrypts D [F] to get {Twu, ID_pq, A}.

Step 4: The HA checks whether the decrypted T3,y and IDg,4 are equal to the
received Tyypand IDpy. If so, the HA chooses a random number f, and
computes

D = g/modp,
X = Es,, {H(A, B,D, T4, Certy)},
SK' = B'modp = g”modp
Y = Esg[H(H(N|[IDyu)||D)||A||B||D|| X||Certral,

where SK’ is the session key with FA, Certy4 is HA’s certificate. Otherwise, the
FA will be notified by HA that the MU is not a legal user.

Step 5: The HA sends the message m3 = {D, Ty, Y} to the FA.

Step 6: Upon checking T4, the FA computes
SK' = D’modp = g modp
and decrypts D [Y] by using key SK' to get
{H(H(N||IDyv)||D), A, B,D, X, Certy 4}

Then, the FA checks the validity of HA.

Step 7: FA computes
SK = A’modp = g modp,

Z = Esg[TCertyy||H(H(N||[IDyuy)||D)||Al| B|| D]
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and sends a response message
my — {B, Z}
to MU, where TCertyy is a temporary certificate which records lifetime and

other information.

Step 8: The MU computes SK = B’modp = g"“modp, decrypts Dsx[Z] and
gets

{TCenMU, H (H(N||IDy0)||D), A, B, D}.

The MU computes H(H(N||IDyy)||D) and checks whether it equals to the
decrypted H (H(N||IDyy)||D). If they are equal, the authentication process is
finished and the common session key SK and SK' are agreed.

Password change
MU can change his password by the following steps:

Step 1: The MU inserts his smart card into a terminal and enters his identity
ID,,, original password PW,,,, new password PW'}{/, and a new random
number d .

Step 2: The smart card computes

TK}yy = TKyu & H(IDyy & PWyy @ d) = H(N||IDyy),

T, = TRy @ H(IDyy ® PWigs &.d ).
Step 3: The smart card replaces TK’7}, and d with TK,;y and d, respectively.

ATTACK ON LI AND LEE’S SCHEME

Li & Lee’s scheme achieves many merits, for example, their scheme can achieve
outside attacks resistance, perfect forward secrecy and anonymity; HA and FA
need not to share the secret key; and MU and HA can also generate the session
key. Unfortunately, their scheme may suffer from the malicious FA’s off-line
password guessing attack according to the adversary model. The details are as
follows:

According to the adversary model, the malicious FA; can get the information
{TKyu,H(.),r,d} stored in MU;’s smart card, in particular, F4; may know the
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cardholder’s identity /D; or know the small scope of the cardholder. If F4; has
ever helped MU, to pass through the authentication process of home agent HA,
then FA; can launch off-line password guessing attack as follows.

In the Login phase, MU; generates the login message m; = {4, Ty, U} and sends it
to FA,', where U:EDH/[M,F,IDHA7TMu], DH :geap’ F= EL[TMUHIDFAHA]:
L=H(Tyu & TK}y), TKyy = TKyy @ H(IDyy & PWyy & d).

After receiving m; = {4, Tyy, U}, FA; can compute DH and D, [U] to get
{M,F,IDy4, Tnu}-

Because L= H(Tyy® TK}y) = H(Tyu ® TKyy ® H(IDyy @ PWyy @ d)),
then FA; guesses IDyy and PWyy, where IDyy maybe ID; or ID )y may belong to
a small scope user. Therefore, F'4; can compute

! !
L= H(TMU ® TKyy @ H(IDMU @ PW,,y & d)),

and E; [Tyu||IDr4||A]. After that, FA; checks if E,/[Tyu||IDral|A] equals to F,
if so, the guessed ID;WU and PWMUare correct; otherwise, he guesses again.
Since IDyy and PW,y,y are easy to remember, and /D,y maybe known byFA4;
or is searched in a small scope, and the password space is small. Hence, this
attack is success.

If the malicious FA; knows MU;’s password, then he can impersonate MU, to
access other foreign agents’ resources since it can pass through the
authentication process of HA. Or FA4, can sell it to other users cheaply, then the
buyers can impersonate M U; and access the resources from FA4;.

IMPROVED SCHEME

To overcome the weakness of Li & Lee’s scheme, we propose the improved
scheme, which consists of four stages: registration, login, authentication and
password change. Note that password change is the same as that of Li & Lee’s
scheme.

Let E be an elliptic curve defined over a finite field with large order p, G be a
generator on E with large order p, (Syq =c € ZZ,PHA =cG)and (Spy = e € Z7,
Pr4 = eG) be secret-public key pairs of HA and FA |, respectively. Other
notations are the same as that of Li & Lee’s scheme.

Registration

The mobile user MU and HA perform the following interactive steps in this
phase.
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Step 1: The mobile user MU freely chooses his identity /Dy, password
PW v and generates a random number d. Then MU submits

to HA over a secure channel.

Step 2: On receiving the message from MU, the HA chooses m and computes

r = IDHA © EN[([DMUHWZ)].
Step 3: The HA stores {TKyy, H(.),r} into the smart card and returns it to
the MU.

Step 4: Finally the smart card contains {7TKyy, H(.),r,d,IDyy} after the
MU storing d and 1D,y into the smart card.

Login

The MU inserts his smart card into the wireless mobile terminal and inputs his
password PWy,y, then the smart card performs the following operations:

Step 1: Chooses a random number a, computes
TKyy = TKyy ® H(IDyy ® PWyy @ d) = H(N||IDyy),
A = aG,
DHyy = aPpyy = acG,

M = EDHMH[r”TMUHIDFAHAHTK*MU]

Step 2: Submits the login request m; = {M,IDy4, A, Tyy} to the foreign
agent FA.

Authentication

This phase can achieve the mutual authentication between the mobile user MU
and FA with the help of HA. Details are described as follows:

Step 1: The FA checks the validity of the timestamp T),y. If it is invalid, the
FA rejects this login request. Otherwise the FA chooses a random number b,
computes
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B = bG,
V =H(DHpp, A, B,M, Tyy, Tra, Certpy),

W = Epp,,lA, B,M, Ty, Tra, V, Certry),

where DHpy = bPpy = beG and submits the message n, = {B, Tr4, W} to the
HA.

Step 2: The HA checks the validity of the timestamp 7Tr4. If it is valid, the HA
computes

DHFH =c¢B = chG
and decrypts Dpp,,, [W] to get
{A, B7 M, TMU, TFA7 V, CerlFA}.

The HA computes V = H(DHpy, A, B, M, Tyy, Tra, Certrpy) and checks
whether V = V. If it is not match, the HA will terminate this connection. Or
else, it goes to the next step.

Step 3: The HA verifies Certp4. If it is valid, the HA computes
DHyy = cA,
decrypts Dpp,,,, [M] to get
{r,Tyvu,IDpa, A, TK},, },

decrypts Dy[IDy4 @ r] to get {IDyy, m} and computes H(N||IDyy). Then HA
checks the validity of 7Dy by checking H(N||IDyy) = TK;,,. If MU is a legal
user, the HA chooses a random number f, and computes

F =[G,
K =fB = bfG,

X = H(K, A, B,F, Ty, Certys),

Y = Ex[H(H(N|[ID )| F)||A]|B|| FI| X||Certpa].

and submits the message m3 = {F, T4, Y} to the FA.
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Step 4: The FA checks the validity of the timestamp T 4. If it is valid, the FA
decrypts Dg(Y) to get

{H(H(NHIDMU)HF)aA7BvFaX7 CertHA}v

by K = bF = bfG.

Step 5: the FA verifies X and certificate Certpy,. If they are valid, the FA
computes

sk =bA = abG,
Z = Eg[Tcery|[HH(N|IDyv)||F)|| A|| BI|F]

where Tier,,, 1S a temporary certificates and records lifetime and other
information. Then the FA submits the message

my = {B, Z}

to MU.

Step 7: Once receiving the message m4 from the FA, the MU computes
sk = aB = abG

and decrypts Dy [Z] to get
{H (HN|IDyw)|F), 4, B, F}.

In addition, the MU computes H(H(N||IDyy)||F) to compare with the
decrypted H (H(N||IDyy)||F). If they are equal, the MU confirms that the FA
is legal and computes the session key sk = abG shared with FA. Also, the MU
can compute the session key sk = aF = afG with the HA.

SECURITY ANALYSIS AND PERFORMANCE COMPARISON

Security analysis
In this section, we will analyze the possible attacks on our scheme.
1. The proposed protocol provides session key security

In our scheme, the session key sk = abG shared between MU and FA, MU
and HA share the session key sk = aF = afG, which is related with random
nonces a, b and f, and changed in each session run.Therefore, an adversary
cannot compute other session keys if he knows one session key.
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2. The proposed protocol provides user anonymity.

In the proposed scheme, ID,,, was well protected by symmetric
cryptographic and hash operation primitives, since it is contained in r, and only
HA can get the MU’s real identity ID,,,, by decrypting Dy[IDp4 & r| with its
master secret key N. Obviously, the adversary is not able to get HA’s master
secret key N. Thus, our protocol can provide user anonymity.

On the other hand, since the login messages M contains MU’s identity ID,,,,
and timestamp, it is changed in each session run, and an adversary cannot trace
the login processes from the same mobile user.

3. The proposed protocol provides perfect forward secrecy.
In the proposed scheme, MU and HA share the session key sk’ = afG.

If an attacker can know all the security keys of MU, FA and HA, and can
obtain aG and fG, he still cannot compute sk due to the Computational Diffie-
Hellman (CDH) assumption.

4. The proposed protocol can be resistant to the password guessing attacks.

The proposed scheme can resist off-line dictionary attack, on-line dictionary
attack, respectively.

Let’s consider the off-line dictionary attack. If an adversary (may be a
dishonest FA) gets the information stored in the smart card, and guesses MU’s
password PWMU to compute

TK'y, = TKyy ® H(IDMU @ PW,, & d).

However, the adversary cannot check if his guessed password PVVMU is right
or not, since 7K}, is contained in M, and only HA can decrypt it.

Next, let’s consider the on-line dictionary attack. If an adversary (may be a
dishonest FA) gets the information stored in the smart card, and guesses MU’s
password PWMU to compute

TK'y, = TKyy ® H(]DMU @ PW,, @ d).

Then he generates the login message U = Eppy,,,- [M] ADyy, T MU} , where
M = Epgyy [ Tao| [ IDpa || 4] TK )]

At last, HA will detect the incorrect/Dyy, since he cannot verify
H(N||IDyy) = TK;,/ if the adversary guessed password is not correct.

Therefore, the proposed scheme can resist dictionary attacks.
5. The proposed protocol can resist the replay attack.

In the proposed scheme, we insert the timestamp of all transmitted messages
to resist the replay attacks.
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6. The proposed protocol can resist the impersonation attacks.

Case 1: An adversary cannot impersonate MU, because he/she does not know
the MU’s password. According to above analyze of password guessing attack,
the adversary’s impersonation attack will be detected by HA.

Case 2: An adversary cannot impersonate FA, the reason is that he is unable
to compute DH sy, and cannot decrypt DH . Therefore, he cannot respond
the valid message to HA.

Case 3: An adversary cannot impersonate HA, since he cannot generate the
valid signature to FA without knowing the HA’s secret key, so the HA can
detect his impersonation attack.

7. Mutual authentication

Our scheme provides mutual authentications between MU and FA, MU and
HA, HA and FA by Diffie-Hellman exchange values, respectively.

Performance comparison

The following is performance comparison among our scheme and six recently
proposed related schemes: Chen ez al. (2011), He et al. (2011), Jiang et al. (2012),
Li & Lee (2012), Mun et al. (2012) and Xu et al. (2011).

According to Li et al. (2008)’s experiment, it needs 0.0005 seconds for a one-
way hash function, 0.0087 seconds for a symmetric encryption/decryption; Lee
& Chang (2007) showed that an exponential operation is approximately equal to
60 symmetric encryptions/decryptions, and Li et al. (2012) showed that a scalar
multiplication on elliptic curve is approximately equal to 29 modular
multiplications, and an exponential operation is approximately equal to 240
modular multiplications. Therefore, it needs 0.063075 seconds and 0.522
seconds for a scalar multiplication on elliptic curve, and a modular
exponentiation, respectively.

Consider login and verification phases of our scheme; it needs eleven scalar
multiplication operations on elliptic curve, eight symmetric encryption/decryption
and six hash operations. Therefore, our scheme only needs 0.77 seconds.

But for Li & Lee’s scheme (2012), it needs fifteen modular exponentiation
operations (where six modular exponentiation operations can be pre-computed
off-line), fourteen symmetric encryption/decryption operations and ten hash
operations. Therefore, their scheme needs 4.8 seconds for above-mentioned
operations except pre-computations. On the other hand, their scheme needs
additional computations for generation and verification of two signatures.

Additionally, Chen et al. (2011) and Mun et al. (2012) schemes need 0.06 and
0.26 seconds in login and verification phases, respectively, which are more
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efficient than others. He er al. (2011) and Jiang et al. (2012) schemes need
computations for four signature generation/verification operations and two
public key encryption/ decryption operations in addition to 0.068 and 0.007
seconds, respectively. But these schemes have some weaknesses, such as cannot
achieve anonymity, untraceability or perfect forward secrecy, etc. Therefore, the
proposed scheme is considered efficient and secure.

CONCLUSIONS

In this paper, we showed that Li & Lee’s improved scheme cannot resist the
FA’s off-line password guessing attack. In order to remedy their weakness, we
propose an improved scheme, which keeps the main merits of Li & Lee’s
scheme. The proposed scheme is considered to be more secure and efficient than
Li & Lee’s scheme.
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